Cryptographie et Factorisation

[> with(numtheory) :

Méthode RSA

codage =proc(x, m, NV );
return zodp(x”, V);
end:

codage? =proc(a, m p);

local y, x, 7;
X = q
=

while 7 > 1 do
if 7rem(n,2) =0 then

V=5
x:=x2m0dp;

o— ”.
ni= 7

else y := y-xrmod p;

xi= a7 mod p;
_ (=1,

5 ;
fi;

od;

return y-x mod p;
end:

decodage -=proc( y, m, N);
local A7 7, s, £,

M= phi(NV);

7= fgcdex(m, M,'s','l');

S,
if s < 0 then s := s+ A,
return codage?( y, s, V);
end;

proc( y, m, V) (1.1)



local A7 7, s, £,

M= numtheory.-phi(V);

7:= [gcdex(m, M, 's', '1');

55

if s < 0 then s:= 5+ 4/ end if;
return codage( y, s, V)

end proc

:> for /from 1 to 3 do

P
N[ = —M[l'] ;
igedex (M 1], N[7],\s,7);
Z

X[i]=x[i]-+/N|[7];
od; X:= sum( X[ /], /=1
Amod AM/[1]; XYmod /]2

¥V Theoreme chinois : un exemple d'application
> M[1] =485, M[2] = 621; M[3] = 47; jged (M[1], M[2]); iged (M[1], M[3]);
iged (M[2), M[3]); P= M[1]-M[2]-M[3];x = (452, 1,41);

/l/l =485
/1/2 =621
/143 =47

1

1

1

P :=14155695
x:=452,1,41

23);
]; Xmod 47[3];
N, =29187

1
223
X =2941932852

N, = 22795

1
58
&, =1322110

N, =301185
1

(1.1.1)



21
X, =259320285

X:=3202575247
452
1
41 (1.1.2)

V Factorisation

naive ‘=proc(N);
local 17 7,
M= floor(evalf (sqrt(NV)) );

if /> = Vthen

return A M.
fi,
for /from 2 to/V— 1 do
if 77em( NV, 7) =0 then

[+ 7)
return | 7, — |;
4

fi,
od;

return V est premier,
end;

proc(/V) 2.1)
local A7 7,
M= floor(evalf (sqrt(N) ) );
if A7"2 =/ then return A/ A/ end if;
for 7/ from 2 to V — 1 do if 7rem( NV, 7) =0 then return 7 /V// end if end do;
return NV* est* premier

end proc

pollard :=proc(N);
local @, /; alpha, beta, ¢, p, g, 77;
rri=rand (1..10); a == rr();
= r—ox + l; g:= rox 27+ 2;
alpha := modp( /' (a), V);beta := modp(g (a), N); p == gcd (beta — alpha, V);

N
if p # 1 then return p, — fi;
V4

c=0;
while ¢ < 2-/Vdo
alpha := modp( / (alpha), V);




beta := modp( g (beta), V);
p = ged (alpha-beta, V);
c=c+1;

N
if p # 1 and p # NVthenreturn p, —;
?

fi;
od;
return V est surement premier,
end:

V¥ Un exemple pour illustrer
N = 190735225678050235439; x := 164451689468567; m = 97,

190735225678050235439
164451689468567

97

FACTORISATION

> naive(NV);
|Warning, computation interrupted

> pollard (NV);

10000019, 19073486328181
| > METHODE RSA
> ¢ = codage (x, m N);
c:=151953890336117963215
> d = decodage(c, m, NV);
d:=164451689468567

> x— d
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