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Symmetric cryptology:
confidentiality

old cipher systems:
— transposition, substitution, rotor machines
« the opponent and her power

Old cipher systems (pre-1900)

« Caesar cipher: shift letters over k positions
in the alphabet (k is the secret key)

« the Vernam scheme TH S IS THE CAESAR Cl PHER
. A5/1’ B|uetooth, RC4 VWKLV LV WKH FDHVDU FLSKHU
* DESand triple DES * Julius Caesar never changed his key (k=3).
* AES
Cryptanalysis example: Old cipher systems (pre-1900) (2)

HIAEG JAWFW FNGQW JVKMJ
| KBFH KBXGX GOHRX KNLNK

JLCG LCYHY HPISY LOMOL * Substitutions

KMDHJ MDZI Z | QUTZ MPNPM — ABCDEFGHI JKLMNOPQRSTUVWKYZ
LNEI K NEAJA JRKUA NQOON — MZNJ SOAXFQGYKHLUCTDWWBI PER
MOFGL OFBKB KSLVB ORPRO
NPGHM PGCLC LTMAC PS@P . Tranqjositions
MINXD QTRTQ
E RUSUR TRANS R S
QSJNP SJFO VTVS PCSI T NOTI T
RTKOQ TKGPG PXQAG TWUAT I ONS OSANP
. Easy to . . .
Securlty break simple L etter distributions
subsitution
« there are n! different substitutions on an using L2 =
alphabet with n letters statistical |
. . techniques 10
« there are n! different transpositions of n letters NP
* N=26:
n!=403291461126605635584000000 = 4 10% keys 51
« trying all possibilities at 1 nanosecond per key 4
requires.... N

ABCDEFGH I ..Y Z
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Assumptions on Eve (the opponent)

« Cryptology = cryptography + cryptanaysis

« Eve knows the algorithm, except for the key
(Kerckhoffs's principle)

* increasing capability of Eve:

— knows someinformation about the plaintxt (e.g., in
English)

— knows part of the plaintext
— can choose (part of) the plaintext and look at the ciphertext
— can choose (part of) the ciphertext and look at the plaintext

Assumptions on Eve (the opponent)

« A schemeisbroken if Eve can deduce the key
or obtain additional plaintext

» Eve can alwaystry all possible keystill
“meaningful” plaintext appears:
abrute force attack
— solution: large key space

» Evewill try to find shortcut attacks (faster
than brute force)

— history shows that designers are too optimistic
about the security of their cryptosystems

New assumptions on Eve

« Eve may have access to side channels
— timing attacks
— simple power anaysis
— differential power anaysis
— differentia fault analysis
— electromagnetic interference

Side channdl analysis

files transfer

Arm scope
retrieve file

Current waveform
acquisition

Main PC

store the files run the Acquisitior
land run the Treatmerjt software

software

[r
’ﬂ
command emission Card extention

card
reader

Protection box

Timing attacks and power analysis
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Cryptology + side channels The Rotor machines (WW 1)
@@ﬁ@m @r M@@gﬁ@ ; e = LTLEE '3
o Eve
. slide chamnels side chamels
Alice ﬁ Bob
i i
Clear g?g o [ wrce || [ rce | o g?g = Clear
text = BOX @ @& BOX text

t 't

Mechanical: Hagelin C38 Congolese history 101

« Independence of Congo: 30 June 1960

« first president: Kasa VVubu

« first prime minister: Patrice Lumumba
Tshombeé (Katanga)

« Belgium: government, king, industry (UM)
¢ United Nations, Dag Hammerskjéld

e USA
e USSR
Congolese history 101 (2) Problem (17-09-01)
* 5 September 1960: L fired
« 10 October 1960: L arrested -5 telexes of 12/1960 - 2/ 1961
* 17 January 1961: L transported to Katanga * Minaf - Rusur: 4 telexesin OTPL
and executed e Minaf -Brazzaville and Minaf -E'ville:
« US Congress (Church report, 1975) — 11 telexesin “Printex”
— No USinvolvement —for 5 (part of) the cleartext is known
* Belgian Parliament: investigation —for 1 incorrect cleartext is available
— May 2nd 2000-October 31 2001 —afew “real keys’ were known
“historians refuse to decipher cryptograms, as this B . :
may reveal compromising information” * “please decrypt within 3 weeks
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Example (1) #14 Example (2) #14

e Brazza 28b (stamp: 15-2-1961) e Brazza 28b (stamp: 15-2-1961)
— Jacques to Nicolas — Jacques to Nicolas

e Cryptogram 11150 [30x5=150]: ¢ Cleartext:

¢ 11150 HSMEO TDUYB ZJXZI VWRHP ¢« CONTI NUE | NTRI GUES | NQUI ETANTES
ELH L FXUKQ MNAFF ZPWSE DOXPX TANT LEO QU EVI LLE JACQUES
NFPPA RNMXS RZPUG LBZAI MXNFC BI SSECT VOUS PRI E VOUS | NFORMER
ZZSHR XVTZI DZABT LPEET CNHFV DI SCR?TEMENT M SSI ON EXACTE
RSNUF CJTQ HUKYM XZWBG HTLMO CONFI EE HUBERT STOP | NTERESSEYX
SW.OH EVJLF NOFYVY ROSYC WKDTE
W/EXE ACKPT HSMEO 11150

Problem: what is this? #5 Hagelin C-38 = M-209

¢ Cryptogram [=14 January 1961 11.00 h]

« <AHQNE XVAZW | QFFR  JENRV
OUXBD LQWDB BXFRZ NJVYB QVGOZ
KFYQV GEDBE HGWS GAZJK RDIQC
VJTEB XNZZH MEVGS ANLLB DQCGF
PWCVR UOMMWN LOGSO ZW/WV LDQNI
YTZAA O JDR UEAAV RWYXH PAWSV
CHTYN HSU Y PKFPZ OSEAW SUZWY
QDYEL FUVOA WL.SSD ZVKPU ZSHKK
PALVWB SHXRR M.QOK AHQNE 11205
141100>




Bart Prenedl

An introduction to symmetric cryptography

January 2003

How does it work (C-38)

¢ 6 pinsform a 6-bit word

« when arotor pin encouters alug, the bar is

moved to the left and it shifts the plaintext

over one position (non-linear)

the total number of active barsisk

the ciphertext is computed as 25-p+k
=involution

How to identify the right variant?

« 5 charactersfor false key suggest C-35 or
C-36 with 5 rotors

 cryptanalysiswas tried but failed

rotors provide 5-bit address

weights: 10-8-4-2-1

* very easy to go back from displacement to
input address

How to identify the right variant?

« there was some particular behaviour for
plaintext/ciphertext pairs with distances
26-25-23-21-19-17

How to use this?

Encryption (1): set up main key

e 131 pinson rotors
e drum: 2 lugson 27 bars

 once every 2-3 months

Encryption (2): cleartext #11

* <TRES SECRET CONTACT PRI'S CE JOUR AVEC
MANKOVKA ET RUDNI CKI COUSI N DE
MANKOWSKI  STOP ACCORD PRI NCI PE Al DE
SEMBLE ACQUI S STCOP SUBORDONNE
CEPENDANT A EXAMEN SI TUATI ON A EVILLE
PAR RUDNI CKI STOP Al SENTI MENT CE
DEPLACEMENT PAS OPPORTUN STCOP N ETANT
QUE | NTERMEDI Al RE JE VOUS DEMANDE Sl
ACCORD CE VOYAGE STOP DEMANDE REPONSE
URGENTE | NTERESSE ATTENDANT | Cl STOP
RAPPELLE DI SCRETI ON NECESSAI RE STCP
JULES>
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Encryption (4): choose starting

Encrypt (3): prepare cleartext positions of rotors

+ REPON SEWUR GENTE W NTE RESSE WATTE NDANT « choose 5 random letters: EXATF
W Cl W XXWRA PPELL EWDI S CRETI OANEC ESSAI . o .
REVKX WULE SVBI S ECTWK XWIRE SECWC ONTAC « real key = starting position rotors (session key)
TKWPL SWCEW JOURW AVECW MANKO WKAW ETKWK « encrypt with Playfair [1854]
UDNI C KI WCO US| NW DEWWVA NKOWW SKI WK XWACC
ORDWP RINCI PEKWA | DEWS EMBLE WACQU | SWKX

WBUBO RDONN EVCEP ENDDA NTWAA VEXAM ENVSI G |[X |L [N S
TULTI ONKWA VEVI L LEWPA RVRUD NI CKI VIKXWA K |H [T [w]o
I WBEN TI MEN TWCEW DEPLA CEMEN TWPAS WOPPO QD |E [F |A
RTUNK VKXW VETAN NTWQU EW NT ERMED | Al RE v v T ¢ R
WEW OUSVD EMAND EKVSI WACCO RDWCE WOYA

GEWKX WDEMA NDEVK Z|B [P JU]J

yields false key: DLEOE (encrypted session key)

Encryption (4a) Encryption (4b)
* cleartext EX * Cleartext AT
c (X XCN [s G [x [t [N s
K [H [T wlo K [H(E)w (0]
QM) |A Q o EJF (A
M [V [I_|c |R M v T |c |R
z B[P [uls z B[P [uls
* ciphertext DL * ciphertext EO
Encryption (4c) Encryption (4d)
* cleartext F * cleartext AO
G [x L [N s G [x [t [N G]
K [H [T |w]o K [H [T |w(O
Q |[D (E 'QA Q |D |E |F (A
M|v T [T R M|v ] JcR
z B[P [uld z B[P [uld
* ciphertext E « ciphertext OS
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Encryption (4€): alternative
(1958)

 agree beforehand on a session key of 5
random letters: EXATF

¢ set rotorsto this position
e encrypt the letters AAAAA

« thefalsekey (encrypted session key) isthe
corresponding ciphertext

Encryption (5): use Printex

« <DLECE EPEUZ DIVEX HBAAJ TNVIRJ AQUCM
VIPVI VPWHQ UG QW THNEO THBXA BVSJE JI OBQ
ZMEQH QTNQG WQ UU RFXLF SSTDD QLLTY TPCIF
ZNPIN HI MBJ WAUFO RPKFX MHQ M TURPS SKELV
AUVQY SM CQ RFAHD YOZKD KXGJY KDYJM HCLSO
CHX e e e CHWBP PUVUN LEONF OEYMD FBBMVB
OSNTV EBLFQ QKCXZ FDYOQ YBSI E HLUAR MNTQW
LSMRT BQNAQ VPLOG El ZUH SYDYJ AQLAJ MGUHA
NNTCF SSYBM AFJHM TRMQQ AQVQE FHBBZ BBJLN
HOKNV XIXHI VMAPA YVI TU ZMXAG ZSPVF XGWQ
YZNTL OSPHP FTFLS EPLDB VQLUZ BORAJ LLOFE
MYWUN DLFOG ELVKF ZYDSO HPHZQ YFABT ASDW
DLEDE 11400 021800>

Decryption

key
* set rotors of Printex in starting position
* decrypt

* set up main key in Printex (rotors and drum)
* determine manually real key from the false

* clean up the cleartext (BISECT, XX, KW, ...)

How to decrypt without knowing
the key?

2 cryptanalysis

* determine main key based on
known ciphertexts (and
plaintexts)

* determine starting position of the
rotor

* decrypt

Determine main key

26+25+23+21+19+17 = 131 pins (10°)

22 positions for lugs on 27 bars (10%), but
effectively only 27 bits

» exhaustive search:

— transform every atom of the earth (10%°) to
a supercomputer
— trying all keystakes 3 billion years....

Determine main key (2)

¢ Need abetter idea ot

-

9
S
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Ciphertext only attack

« attack needs about 2000-3000 ciphertexts +
statistics on the plaintext

— we had only ciphertexts of length < 370
available

— the relation between the rotor positions was
unknown (use of session keys)

Known plaintext attack [Morris 78]

 need 75-100 plaintext/ciphertext characters
« based on the fact that the number of lugs for
the rotorsis of the form:
—12-10-8-4-2-1
« idea divide and conquer:
- ﬁi;essSﬁrSt the pins on the rotor with most active
— subtract the effect of thisrotor

— more complex: partial guess and
forward/backward

Values of pins: historgram of average
difference between plaintext and ciphertext for
rotor 2 (23 pins)

3.57 B

2.57 B B

1.51 = =

Progress

« lugs and rotor pins recovered for message
#14 (22 September)

e an“easy” test confirmed that a different
key was used for earlier messages (23
Sept.)

« cryptanalysis attempts yielded only partial
results (29 September)

e ... what if the same key had been used
anyway?

Why not try the key of #14?

e Just try exhaustively the
26x25x23x21x19x17~110 million starting
positions of the rotors

e takes 5-15 minuteson a1l GHz PC

— identify correct solution from number of spaces
(W) and BISECT (or BISSECT or BISOCT)

 extratrick: beginning position of rotor 6is
equal to that of rotor 5 (weaknessin use)

It worked!!!

e October 1st: all plaintexts decrypted at
3:30am

* Why did displacements 1-3 and 7 occur?
— many more errors than expected

10
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_ o
Rea key -> false key (OCt. 06) Problem: what is this®
ool et L0
—1Q->ME, CA ->FJ,LF->NE,OP->TJ
« find secret square (some keys wrong!) XNZZH MEVGS ANLLB DQCGF PWCVR
 can now decrypt in a few microseconds UOMWV LOGSO ZW/WV LDQNI  YTZAA
G X |L NS O JDR UEAAV RWYXH PAWSV CHTYN
K |H|T |W|O HSUI Y PKFPZ OSEAW SUZMY QDYEL
Q |D |E |F A FUVOA W.SSD ZVKPU ZSHKK PALWB
MV ISR SHXRR  M.QOK  AHQNE 11205
zBPUL 141100>
The answer The answer (in readable form)

« Plaintext [=14 January 1961 11.00 h]

e Plaintext [=14 January 1961 11.00 h]

DOFGD VI SWA WI SW JOSEP HWKXW « TRESECV. R V M PRI NTEX. PRI MO
TERTI OM S SI ONW BOVBO KOWO RIEN ENVOYE RUSUR POUVEZ
| RWTE LEXWC EWSUJ ETWAM BABEL REGLER. SECUNDO REPRENDRE
GEWKX WULE SWKXW BI SEC TWRE DURGENCE PLAN BRAZZA VIS A
SECVX XVRW/ WWWPR | NTEX WKXWP VIS JOSEP H. TERTI O M SSI ON

RI MOW RI ENW ENVOY EVRUS URWAK
XWQU VEZWR EGLER WKXWS ECUND
OANREP RENDR EWDUR CGENCE WPLAN
VBRAZ ZAWNC

BOMBOKO VO R TELEX CE SWIET
AVBABELGE. JULES.

Resume urgently plan Brazzaville
w.r.t. P. Lununba

Life cycle of acryptographic algorithm Vernam scheme (1917) + Shannon (1948)

* key israndom string, as long as the plaintext

public evaluation

P P
[ twursw implementation| E>E> | 12001 || =] 11001 \E>C>
‘ industrial products$$$‘ K ﬂ . ﬁ
1

‘ take out of service ‘

11
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Vernam scheme Three approaches in cryptography

« information theor etic security
— ciphertext only
— part of ciphertext only

« perfect secrecy: ciphertext gives opponent
no additional information on the plaintext
or H(PIC)=H(P) : : :

« impractical: key is aslong as the plaintext ~ nolsy version of d pher_teXt ,

« but thisis optimal: for perfect secrecy * system-based or practical sgcunty _
H(K)® H(P) — also known as “prayer theoretic” security

» complexity theor etic security:
model of computation, definition, proof
— variant: quantum cryptography

Model of apractical stream _
cipher LFSR based stream cipher
= |V = |V L1 o
ﬂ ﬂ (LTI ITITITTITT]
next next l\\‘e‘;
= date = date
Y function Y function
U H + good randomness properties
output output + mathematical theory
| function =/ function + compact in hardware
P C P o ; i
% > 6% ‘ - too linear: easy to predict after 2L output bits
A5/1 stream cipher (GSM) A5/1 stream cipher (GSM)
® 0 AB5/1 attacks
[LITTITTITIITTITTT] ;
\% » exhaustive key search: 2% (or rather 259
”n . * search 2 smallest registers: 2% steps
QT T * [BWS00] 2 seconds of plaintext: 1 minute on
22 0 — 28 precomputation, 146 GB storage
[LITITTTITIITIITIITTIT]

Clock control: registers agreeing with
majority are clocked (2 or 3) []

12
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Bluetooth stream cipher

 best known shortcut attack: 270 rather than 2128

Cryptanalysis of stream ciphers

exhaustive key search (key of Kk bits)

— 2Xencryptions, about k known plaintext bits
 time-memory trade-off (memory of m bits)
— 2t short output sequences
— 2™t precomputation and memory

* linear complexity
divide and conquer
fast correlation attacks (decoding problem)

A simple cipher: RC4 (1987)

* designed by Ron Rivest (MIT)
* leaked in 1994
¢ §J0..255]: secret table derived from user key K
for i=0 to 255 S[i]:=i
j:=0
for i=0 to 255
ji=(j + S[i] + K[i]) mod 256
swap S[i] and S[j]

A simple cipher: RC4 (1987)
Generate key stream which is added to plaintext

=i+l
j:=(j + S[i]) nmod 256
swap S[i] and §[j]
t:=(S[i] + S[j]) nod 256
out put S[t]
t

[oo0Joo1]oo2]  Joo3[oo4afoos|  [254]2s5]
[205[162 [013] ... J033]92 Jo7o] .. Jo9e]143

. e v
i:=0, j:=0 i i . @
| i
RC4: weaknesses Block cipher
T T -
« often used with 40-bit key @ ﬂ ﬂ
— US export restrictions until Q4/2000 ? ? ?
* best known general shortcut attack: 26% = g Loﬁ; = g Loﬁ; = g Loﬁ;
» weak keys and key setup (shuffle theory) ﬂ ﬂ ﬂ
* some statistical deviations
. ca | c2 | c3 |

—e.g., 2nd output byteis biased
— solution: drop first 256 bytes of output
problem with resynchronization modes (WEP)

« larger data units: 64...128 bits
* memoryless
« repeat simple operation (round) many times
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Cryptanalysis of block ciphers

exhaustive key search (key of k bits)

— 2kencryptions, k/n known plaintexts

code book attack (block of n bits)

— collect 2" encryptions

— with k/n chosen plaintexts : 2 memory and time
* time-memory trade-off:

— k/n chosen plaintexts

— 2 encryptions (precomputation)

— on-line: 273 encryptions and 223 memory
shortcut attacks: dc, Ic,.....

DES properties

 design: IBM + NSA (1977)

¢ 64-bit block cipher with a 56-bit key

« 16 iterations of arelatively ssmple mapping
 optimized for mid 1970ies hardware

e FIPS 41: US government standard for
sensitive but unclassified data

« worldwide de facto standard since early
80ies

« surrounded by controversy: key length

Data Encryption Standard

Security of DES (56-bit key)

« PC: trying 1 DES key: 0.25 ns
 Trying all keys on 4000 PCs:
1 month: 222 x 216 x 25 x 212= 255
* M. Wiener's estimate (1993):
1,000,000 $ machine: 35 minutes

EFF Deep Crack (July 1999)
250,000 $ machine: 50 hours...

Solution to DES key length

* Moore's“law”: speed of computers doubles
every 18 months
— Conclusion: key lengths need to grow in time

¢ Use new agorithms with longer keys

« Or replace DES by triple-DES (168-bit key):

clearl—[ DEs |=) [ DES® |=>[ DES | = | %%

N

AES (Advanced Encryption Standard)

« Open competition launched by US government (' 97)
» 21 contenders, 15 in first round, 5 finalists
« decision October 2, 2000
e 128-bit block cipher with long key (128/192/256 bits)
« fivefinalists.

—MARS(IBM, US)

—RC6 (RSA Inc, US)

— Rijndad (KULeuven/PWI, BE)

— Serpent (DK/IL/UK)

— Twofish (Counterpane, US)

14
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And the winner is...Rijndael AES properties

+ Joan Daemen (pronounced Y 0-ahn Dah'-mun) * Rijndael: design by V. Rijmen (COSIC) and J.

¢ Vincent Rijmen (pronounced Rye'-mun). Daemen (Proton World, ex-COSIC)

Joan Daemen * 128-hit block cipher with a 128/192/256-bit key
PhD in COSICin 1995 + 10/12/14 iterations of arelatively simple mapping
Fr?tvevrﬁtat'ijcr,%g’n World » optimized for software for 8/16/32/64-bit

Vincent Rijmen machines, also suitable for hardware
PhD in COSICin 1_997 A machine that cracksa DESkey in 1 second
now at Cryptomathic would take 149 trillion years to crack a 128-hit key

Design trade-off O’ Connor versus Massey
security
§ ¢ Luke O’ Connor
high “most ciphers are secure after sufficiently many
hard rounds’
» JamesL. Massey
“most ciphers are too slow after sufficiently
............ many rounds’
|OW ea.sy -------
- > speed
low high
Rijndael Rijndael: akey iterated block cipher

« history: Shark (1996) and Square (1997)
* security and efficiency through =0 1 FREELRESSSSEEES

— simplicity round || |

— symmetry o 4

¥ . El ‘MixCqumns"MixCqumns"MixCqumnsHMixCqumns‘

— modul arity T =P
« MDS codesfor optimal diffusion Sl 3 « Key length: 16/24/32 bytes
« efficient on many platforms, including 5 : « Block length:

Smért cards o — Rijndael: 16/24/32 bytes
« easier to protect against side channel attacks =0 — AES: 16 bytes only

15
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Rijndadl: 1 round

AES: hardware performance

Gb/s |MHz |kgates |Bits/
kgates
lookup [1.82 |100 173 0.11
Loca-10.12 (100 5.7 0.21
Local-2 |0.3 131 54 0.42
26 224 21 0.55
0.8 137 8.8 0.66
Global |7.5 32 256 0.92

AES/Rijndadl: 1 round

Po

Pa

Pe | P2

Py

Ps

Po | Py state: 16 bytes = 128 hits

P>

Ps

Pio| Pig

Ps

Py

Pu| Pis

lround consistsof  SubBytes
4 operations

ShiftRows
MixColumn
AddRoundKey

Rijndael round: SubBytes

Po

Py ﬁa

S-box

Py
P>

ps [

P13

6 "510

P

Ps

P7 | Pu

Pis

256 byte table

~o Mpa

1P g e

Pis

P2 | 'Pe 7510

P

Ps | P7 | Pu

Pis

mapping x* over GF(28), plus some
affine transformation over GF(2)

Rijndael round: ShiftRows

Po

Ps

Py

Ps

P2

Ps

Ps

Py

Ps | P2 Po | Psa| Ps | Pi2
Py | Pi3 Pis| Py | Ps | Py
Pio| Pis |:> Pio| Pus| P2 | Ps
Pu| Pis P7 | Pu| Pis| Ps

Rijndael round: MixColumn

Po
P,

P;

P [

Ps
Ps

Pz

| Py |
Ps
Ps
P/

MixColumn

02

03| 01

01

01

02| 03

01

01

01| 02

03

03

01| 01

02

16
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Rijndael round: AddRoundKey

P2
P13
Pig
Pis

Linear cryptanalysis [Matsui93]

for a non-perfect cipher,
there exist values d,, d, ; St.
Pd,AC,,.d,=0
with probability pt 1/2

or P.dy A roundK,,C).d, ;=0
with probability pt 1/2

thisleaksinformation on K,

Ciphertext C

Differentia cryptanalysis [Biham Shamir90]

Plaintext P Plaintext P’

choose the
K, ‘ round 1 ‘ K, ‘ round 1 ‘ difference P,
1G 1c/ P
K, ‘ round 2 ‘ K, ‘ round 2 ‘
ic e
try to predict
Kia| rowndr1 | Kyl roundr1 | the difference
CH ,
Cr-lv Cr-l
thisleaks

information on K,

Linear and differentia cryptanalysis

« hard to find good linear or differential attacks

—itiseven harder to provethat it isimpossible to find
good linear or differential attacks

— for some ciphers, this proof exists
« there exist many optimizations and
generalizations

— it iseven harder to show that none of these work for a
particular cipher

« anaysis requires some heuristics
 DES: linear analysis needs 2 known texts and
differential analysis needs 2#’ chosen texts

Rijndael design strategy

» simple and elegant
* nointeger arithmetic
« widetrail strategy:
— strong resistance against linear and differential attacks

— over 4 rounds, sum of number of “active” input and
output bytes equals 25

« diffusion based on (8,4) MDS code with
minimum distance 5

[Pl p2 p3 p4 | pl p2 p3 p4' ]

Performance reference data
(Pentium)
encryption speed
(cycles/byte)
1 key setup (cycles)
: 1400
1200
© 1000
800
20 600
400
o4 200
RC4 (DES) 3-DES  KASUMI AES O p 0)\ m) = %)
2g4=d
SEEN
X
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Recent “attacks’ on Rijndael

« affine equivalence between bits of S-boxes
« algebraic structure in the S-boxes leads to
simple quadratic equations

simple overall structure leads to
embedding in larger block cipher BES

more research is needed...

AES Status

FIPS 197 published on 6 December 2001
Revised FIPS on modes of operation
Rijndael has more options than AES

« fast adoption in the market (early 2003)
— 51 products are FIPS 197 validated
—> 100 products in the market
— standardization: 1SO, IETF, ...

« dower adoption in financial sector

Symmetric cryptology:
data authentication

« the problem
« hash functions without a key
— MDC: Manipulation Detection Codes

« hash functions with a secret key
— MAC: Message Authentication Codes

Data authentication: the problem

« encryption provides confidentiality:
— prevents Eve from learning information on the
cleartext/plaintext
— but does not protect against modifications (active
eavesdropping)
» Bob wants to know:
— the sour ce of theinformation (data origin)
— that the information has not been modified
— (optionally) timeliness and sequence
« data authentication is typically more complex
than data confidentiality

Data authentication: MDC

e MDC (manipulation + (MD5)
detection code)

Protect short hash val " SHAL
otect short value . SHA-256, -512
rather than long text
* RIPEMD-160

Thisisaninputto a

cryptographic hash function. The
input isa very long string, that is
reduced by the hash function to a

string of fixed length. Thereare
1A3FD4128A198FB3CA345932

additional security conditions: it
should be very hard to find an
input hashing to a given value (a
preimage) or to find two colliding
inputs (a collision).

Data authentication: MAC

* Replace protection of authenticty
of (long) message by protection * CBC-MAC
of secrecy of (short) key *« HMAC

« Add MAC to the plaintext

Thisisan input to a MAC
algorithm. Theinput is a very
long string, that is reduced by the
hash function to a string of fixed
length. There are additional
security conditions: it should be
very hard for someone who does
not know the secret key to
compute the hash function on a
new input.

7E6FD7198A198FB3C
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MAC agorithms

odlif; \y v
¥

Clear VER
tet | = [MAC]=) Cte'eaji = Cte'eaf%i =Le 2| ot

t 1

One-way function: definition

 f (x) isaone-way function: {0,1}"® {0,1}"
* easy to compute, but hard to invert
« f(x) has (et) preimage security iff

— choose x uniformly in {0,1}"

—let M be an adversary that on input f(x) needs time
£ t and outputs M(f(x)) in { 0,1} "

— Prob{f(M(f(x))) = f(x) <€},
where the probability istaken over x and over all
the random choices of M

* t/eshould be large

How to invert a one-way function?

exhaustive search

— Q(e2) steps, Q(n) bits memory

— recovering preimage for one out of sinstances:

Q(e 2"/s) steps, Q(sn) bits memory

tabulation

— Q(e 2) steps and Q(n 2") memory (precomputation)
— solve 1 instance: 1 table lookup
time-memory trade-off:

— Q(e 2" steps and Q(n 22v3) memory (precomputation)
— solve 1 instance: Q(e 2273) steps

problem: how to compare attacks with different
processing time and memory?

How to find collisions for afunction?

« collision = two different inputs x and x’ to f for
which f(x)=f(x")?

* requires Q(e 22 steps, Q(n 22) memory

« birthday paradox
— given aset with S elements

— choose r elements at random (with replacements)
withr«S

— the probability p that there are at least 2 equal
eementsis1 - exp (- r(r-1)/29)

How to find collisions for afunction? (2)

¢ Numerical:
—Slarge, r=08, p=0.39
—S=365,r=23,p=0.50

e surprising or paradoxical that finding
collisionsis much easier than inverting a
function

Time-memory trade-off (1) [Hellman80]

 Consider the functional graph of f

C

| = c=(p/8) 272
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Time-memory trade-off (2)

» Choose b different starting points and iterate for
asteps
! problem: collisions: mt « 2"
store store

SHELEHET srTHR

D ook s s

IR TR

Time-memory trade-off (3)

Use c different variants of f by introducing the function g

QEIRL
e result:

— precomputation: a. b . c

—memory:b.c

—on-lineinverting of onevalue: a.c
« good choice: a=b =¢ =213

— success probability 0.55

Time-memory trade-off (4)

* success probability = 1 - exp (- aD/ 2")
with D the expected number of different points
D=(2"/b). G(a.b?/2")
y
G(y) =00 (1-exp(-x))/x dx
for 2"»1,b»1,ab«2"

 optimization: use distinguished points to reduce
MEMOry acCesses

How to find collisions for afunction - part 2
distinguished points [Pollard78][ Quisquater89]

« define “dinstinguished” point, say a point that ends with
d zero bits

« start from adistinguished point d and iterate f

« store the distinguished points along the way c

if you find acollision in the

distinguished points, “trace back”

from the distinguished points before I
the collision

Q(e o2 4 @ Qd+ 1) steps
Q(n 2vzd) memory

| = c=(p/8) 272

Time-memory trade-off (5)
with distinguished points

e precomputation: start chainsin distinguished
points until a new distinguished point is reached
(or acertain bound is exceeded)

 recovery: iterate until adistinguished point is
reached

« advantage: reduced memory access - only
required to store and look up distinguished points;
this makes the attack much cheaper

Full cost measure [wiener02]

full cost of hardware = product of number of components

with the duration of their use

motivation: hardware = ALUs, memory chips, wires,

switching elements

 question: if an agorithm requires Q(2") steps and Q(2")
memory, what is the full cost: Q(227) or Q(2") or Q(2372)?

 answer: it depends on inherent parallelism and memory

access rate

—for 1 processor with Q(2") steps and 1 big memory of
size Q (2n), full cost is Q(22)

— for Q(272) processors with Q(272) steps and 1 big
memory of size Q(2"), full cost is Q(2372)
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Full cost of connecting many processorsto alarge
memory

* easy case: wiring cost to connect g processors to
g blocks of memory equals Q(q*?)

XXX } o OXX } X 00X } o0
D—» XX 01x 001 _,D
> _— } OXX >< X } 10X o1 } 010 >
D_,, 1XX 11X o011 _,D
XXX } o OXX } o 10X } 0
N 1XX 01X 101 _.D
'_’ X } OXX >< Xx } 10X 11x } 110 »
XX 1% 11 —»D
pProcessors memory

Full cost of connecting many processorsto alarge
memory (2)
* cost of wires
—forq=8=2% 4+8=12
—forq=16=248+16+32=56
—forq=2t 264(241-1) = Q(P)
« more than half of the cost is between 2 last stages:
g wires of length g/2
« 2D packing reduces length of wires to Q(qY?)
« total volumeis Q(g¥?) (need in fact 3D packing)
* this can also shown to be optimal

Full cost of connecting many processorsto a
large memory (3): general case

e [ = memory access rate per processor (# bits
regquested every unit of time)

e p = number of processors

¢ m = number of memory elements

« The total number of components to allow each of
p processors uniformly random access to m
memory elements at a memory access rate of r

equals Q(p + m + (pr)3?)

Full cost of connecting many processorsto a
large memory (4): general case

For an algorithm where p processors access a memory of
sizem at rater, and the total number of stepsis T, the

full costisequal to  F=Q((T/p)(p + m + (pr)3?) )

F=Q(T) iff p=Wm) and r = O(p'13)

— processors may access small individual memory at
high rate

If ris high and m isindependent of p, then

F=Q(T r m¥3), with p=Q(m?3/r)

Be careful in practice with the constants!

Full cost of inverting a one-way function (1)

e exhaustivesearch F=Q(e2")

tabulation: F=Q(en 2%

 but if we are recovering s=Q(2") preimages
using tabulation

r=Q(n/e) (high); T =Q(e2");

F=Q(T r m¥3) = Q( (n2"*3) with p=Q( e 223 /n¥3)
Full cost per key: Q( 23 n#3)

Full cost of inverting a one-way function (2)

* time-memory trade-off with c=aor b = 2/&?
¢ precomputation
—m=Q(abn) = Q(n 2v/a)
—r=Q(n/(ag)) T=Q(e2)
—F=Q(T/p). Q(p + m+ (pr)3?) with py, = Q(27a)
— F = Q(ne 2n) with a= W(nY4 24 /g3/4)
 key recovery
— memory m = Q(abn) = Q(n 2/a)
-r=Q(ne) T=Q(ea®)
— F per key = Q(23n43a53), p = W(e 2273/(nV/3 a23)
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Full cost of inverting a one-way function (3)

precomputation and key recovery each have afull cost
of F=Q(ne2")

but need to work on many problems: p £ Q(a)
precomputation does NOT reduce the full cost to find a
single key

total number of keysthat can be found for the cost of
exhaustive search is s = Q(2V4e 94 /n 3/4); the full cost per
key decreases from Q(e2") to Q(e 2374)

variant with distinguished points: s = Q(23V5e%5/n25)
and full cost per key decreasesto Q(e 2275)

table lookup: s= Q(2") and cost per key Q(e 273)

Full cost of collision search

* T=Q(e2"?), m=Q(n2"?), r=Q(n/e) (high)

o F=

Q(223 n43) with p = Q(e 273 /n13)

Pollard rho with distinguished points
F=

Q(en2v3)

¢ cost drops further for multiple collisions

Full cost (summary)

full cost of an algorithm that requires Q(2") steps and

Q(2") memory

— if no parallelism possible: Q(22)

— if arbitrary parallelism: between Q(2") and Q(24V3)
depending on the memory access rate

For an algorithm where p processors access a memory of
sizem at rater, and the total number of stepsis T, the

full costisequa to  F=Q((T/p)(p + m + (pr)¥?3) )
In practice, constants are important!

M. Wiener, Thefull cost of cryptanalytic attacks, J.
Cryptology, to appear

How NOT to use a block cipher:

t

ECB mode
P1 P2 P3
| I l
block | ¥ | block o, block
cipher cipher cipher
J I l
C1 c2 C3

An example plaintext

Encrypted with AESin ECB
mode
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« |tishard to distinguish ablock cipher from a
random permutation

¢ Advantage of adistinguisher
AV egpre = PrIb’ =1|b=1] — Pr[b’=1]b=0]
P

——
Xg= AESK(P) .
.. Xp
—_—
x,= PRP(P)

b: b =012

the block cipher is a pseudo-random permutation

Encrypted with AES in CBC How to use ablock cipher: CBC mode
mode
P1 P2 P3
v | |
LI b (TS
—=|/AES| | =AES| | =/AES
C1 Cc2 C3
need random IV
CBC mode decryption Secure encryption
P1 P2 P3 * What is a secure block cipher anyway?
v ﬁ ﬂ ﬁ « What i's secure encryption anyway?
? ﬁ ? ﬁ ? ﬁ « Definition of security
_ — AES! =5 AES —security assumption
ﬁ —security goal
Cul CHZ c3 — capability of opponent
Security assumption:

Security goal: “encryption”

* semantic security: adversary with limited
computing power cannot gain any extra
information on the plaintext by observing the
ciphertext

* indistinguishability (real or random) [IND-
ROR]: adversary with limited computing power
cannot distinguish the encryption of a plaintext
P from arandom string of the same length

* IND-ROR b semantic security
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Indistinguishability: IND-ROR

« Advantage of adistinguisher
AdVgye = Pr[b'=1]b=1] — Pr[b'=1|b=0]

Xg= C=Ecgck (P)

X, = random
string of size|C|

Capability of opponent

« ciphertext only

¢ known plaintext

 chosen plaintext

« adaptive chosen plaintext
 adaptive chosen ciphertext

[Bellare+97] CBC is IND-ROR secure
against chosen plaintext attack

« consider the block cipher AES with a block
length of n bits; denote the advantage to
distinguish it from a pseudo-random
permutation with Adv, g

« consider an adversary who can ask g chosen
plaintext queriesto a CBC encryption

AdVencicae £ 2 Advpgs + (0Y2)27 + (07-0)2"

reduction istight aslong as g%/2 « 2" or q « 272

[Bellare+97] CBC security

« matching lower bound:
—collison C, = C;impliesC; AP =C; AP,
— collision expected after q=2"2 blocks

* CBCisvery easy to distinguish with chosen
ciphertext attack:
—decrypting C || C || C yieldsP ||P||P

The birthday paradox

¢ Given aset with S elements

» Choose g elements at random (with
replacements) withq « S

¢ The probability p that there are at least 2
equal elementsis 1 - exp (- q(g-1)/29)

« Slarge, q=0C8, p=0.39
* S=365,q=23,p=050

Some books on cryptology

- B. Schneier, Applied Cryptography, Wiley, 1996.
Widely popular and very accessible — make sure you get
the errata.

- D. Stinson, Cryptography: Theory and Practice,
CRC Press, 1995. Solid introduction, but only for the
mathematically inclined.

- 2nd edition, part 1 available in 2002.

- A.J. Menezes, P.C. van Oorschot, S.A. Vanstone,
Handbook of Applied Cryptography, CRC Press,
1997. The bible of modern cryptography. Thorough and
complete reference work — not suited as a first text book.
All chapters can be downloaded for free at
http://www.cacr.math.uwaterl 0o.calhac
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Books on network security and more

- W. Stallings, Network and Internetwork Security:

Priniples and Practice, Prentice Hall, 1998. Solid
background on network security. Explains basic concepts of
cryptography. Tends to confuse terminology for decrypting

and signing with RSA.

- Nagand Doraswamy, Dan Harkins, IPSEC - The

New Security Standard for the Internet, Intranets,
and Virtual Private Networks, Prentice Hall, 1999. A
well written overview of the IPSEC protocol.

- W. Diffie, S. Landau, Privacy on the line. The

politics of wiretapping and encryption, MIT Press,
1998. The best book so far on the intricate politics of the
field.

More information: some links

- IACR (International Association for

Cryptologic Research): www.iacr.org
IETF web site: www.ietf.org
Cryptography faqg:
www.fags.org/fags/cryptography-faq
links: Ron Rivest, David Wagner, Counterpane
www.counterpane.com/hotlist.html

Digicrime (www.digicrime.org) - not serious
but informative and entertaining
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